BAI TAP PHAN TiCH KIEN TRUC HE THONG

Case Study: CampusQ&A ting trwéng tir startup nhé dén hé théng cé tai cao
Thei gian Toéng diém 10 diém

Ho va tén Lé Chi Hoang Long MSSV 23120294

1. Muc tiéu hoc tap

Nhan dién dung bottleneck/van dé ky thuat tir div kién thay vi doan theo buzzword.
Giai thich nguyén nhan ky thuat, so sanh phwong an va phan tich trade-off.

Pua ra quyét dinh kién tric phu hop véi constraint vé tai, team, ngan sach va availability.

Bao vé quyét dinh bang evidence cu thé; nhan dién assumption, rdi ro va diéu kién khién quyét dinh phai thay
doi.

e Thuyc hanh tw duy xuyén subt: Problem — Evidence — Alternatives — Trade-off — Decision — Risk.

2. Quy dinh str dung Al

DUQC PHEP KHONG bU'Q'C PHEP
* Héi nghia thuat nglir/ky thuat. « Bura nguyén case vao Al dé yéu cu giai toan bd.
« Héi vi du don gian dé hiéu khai niém. « Yéu cau Al chon kién truc/ra quyét dinh thay minh.
* Tra clru y nghia clia Scale-out, replication, CDN, « Copy nguyén cau tra | do Al tao hodc dung Al viét
cache, index, v.v. toan bo phan phan tich.

Lwu y cham diém: Khong cé diém thudng cho viéc dung nhiéu cong nghé. Mét giai phap don gidn nhung bam
séat evidence va trade-off c6 thé dat diém cao hon mét kién tric phirc tap khong can thiét.
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3. Case Study — CampusQ&A

B6i canh. CampusQ&A la nén tang héi—dap va chia sé tai liéu cho sinh vién. Khi méi ra méat, hé théng chi cé

khoang 500 ngwoi dung/ngay va dwgc xay nhi mét monolithic web application. Sau mét nam, lwgng nguwdi dung
tang manh. Nhom phat trién muén cai thién performance va availability trong 6 tuan t&i, nhwng khéng muén bién
hé théng thanh mét “showcase cong nghé” khé van hanh.
Kién trac hién tai. Browser (SPA/CSR) — 01 Application Server — 01 Relational Database Server. Static

resources (JS/CSS/images) cling dwgc phuc vu tir Application Server. Chwa c6 Load Balancer, CDN, external
cache, database replica hoac Kubernetes.

4. DiP liéu va constraints ctia hé théng

Div kién

Gia tri hién tai

Tai sao con s6 nay cé6 thé quan

Ngwei dung

Traffic API

Traffic spike

Static resources

Client load

API latency

Application Server

Database Server

Hot query

Hot reads

Writes

Deployment

Availability

Recovery

Team

Ngan sach

Tang trwéng

35.000 DAU; peak 1.200 concurrent
users

Peak 350 requests/second; 80% read,
20% write

2 Ian/tudn, kéo dai ~15 phut; peak c6
thé tang 4x

62% tbng request; 74% téng sb byte tra
vé

92 HTTP requests; 3,8 MB cho first
load; median 3,8 s Wi-Fi, 7,1 s 4G

p95 = 420 ms off-peak; p95 = 1,7 s luc
peak

8 vCPU / 16 GB RAM; CPU 92% luc
peak; RAM 58%

8 vCPU / 32 GB RAM SSD; CPU 61%;
disk /0 68% luc peak

Query danh sach cau hai theo tag
chiém ~38% DB time; scan ~1,4 trigu
rows; chwa c6 composite index phu hop
3 endpoint doc chiém 52% AP traffic;
chép nhan di liéu cii tbi da 60 giay
Déng bai/answer/vote phai ghi bén
virng; ndi dung mai can thay gan nhuw
ngay

4 |An/tuln; restart app gay 2—4 phut 503
Muc tiéu 99,9%/thang; hién app hoac
DB héng déu gay outage

Backup DB méi dém; restore thiy
nghiém mét ~2 gi&r

6 dev (4 full-stack/backend, 1 frontend,
1 QA); khdng c6 SRE/DevOps chuyén
trach

Tang tbi da 900 USD/thang trong 6
thang

Dw bao traffic trung binh tang ~3x trong
6 thang

trong?

Quy mo tai va mirc tang trwdng
Anh hwéng scale/caching/database
Anh huwéng capacity va elasticity
Anh hwéng client delivery/CDN
Phan biét client-side vs server-side
bottleneck

DAu hiéu degradation theo tai
Scale-up/scale-out app tier

Khoéng tw dong két luan DB la
bottleneck

Index/query plan

Cache feasibility

Consistency constraint

Availability va rolling deployment
Single point of failure

RPO/RTO va HA

Operational complexity

Gidi han giai phap

Target architecture horizon

Nguyén tac: Khong gia dinh rang CDN, Redis, replica, microservices, Kubernetes hodc NoSQL déu can thiét.

Mbi thanh phan dwoc thém vao phai gan véi mot van dé cu thé trong case.

5. Nhiém vu

Phan bé goi y: 5 phut doc case + 65 phat 1am 6 nhiém vu. Tra 1&i ngan gon, wu tién reasoning hon van phong.
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Nhiém vu 1 — Diagnose: Van dé that sw nam & dau?

Xac dinh téi da 4 van dé ky thuat dang wu tién trong hé théng hién tai va xép hang 3 van dé can x ly truéc. Voi
méi van dé, hay chi ra: (a) tang bi anh hwdng — Client / Application / Database / Reliability; (b) it nhat 01 div kién
cu thé trong case; (c) quan hé nguyén nhan — hé qua; (d) 01 théng tin con thiéu hodc assumption cé thé lam
ban thay ddi tht tw wu tién.

Khéng dworc tra & chi bang tén cong nghé hoac dinh ngha.

VAn d& 1 (wu tién 1): Application Server qua tai

a.
b.

Tang bi anh huéng: Application

D@ liéu cy thé:

350 requests/s luc peak.

CPU Application Server I&én 92% luc peak.

API p95 tang tr 420 ms off-peak — 1,7 s peak.

Peak c6 thé ting 4x.

Chi c6 01 Application Server.

Quan hé nguyén nhan — hé qua: CPU gan bao hoa — khdng con headroom xi ly request khi traffic ting — p95
latency nhay tlr 420 ms (off-peak) I&n 1,7 s (peak); khi traffic spike 4x (2 I&n/tuan), server gan nhw chic chan
nghén hoan toan.

Théng tin con thiéu: Chuwa biét CPU bi chiém bai phan nao (business logic, serialization hay viéc phuc vu static
resource ngay trén app server). Néu phan Ién CPU dung dé serve static files, thi tw wu tién sé& ddi sang van dé 4
(static resource) thay vi scale app server.

Vén d& 2 (wu tién 2): Hot query thiéu composite index

a.
b.

C.

d.

Tang bj anh hwéng: Database

Dt liéu cu thé: Query danh sach cau hdi theo tag chiém ~38% DB time, scan ~1,4 triéu rows, chwa cd composite
index phu hop.

Quan hé nguyén nhan — hé qua: Thiéu composite index — DB phai scan nhiéu rows — query tn DB time — API
phai cho DB — latency API tang.

Théng tin con thiéu: Tan suat goi thuc t& clia query nay trong 350 req/s peak. Néu day Ia 1 trong 3 hot-read
endpoint chiém 52% traffic, viéc thém cache cé thé quan trong hon viéc thém index.

Van d& 3 (wu tién 3): Khong c6 Load Balancer, single Application Server 1a SPOF

a. Tang bj anh huéng: Reliability
b. Di liéu cu th&: Chi co 1 Application Server; deploy 4 1&n/tudn gay restart, m6i 1&n 2—4 phut tra 503; muc tiéu
availability 99,9%/thang nhwng app hodc DB héng d&u gay outage toan bo.
c. Quan hé nguyén nhan — hé qua: Khéng cé redundancy & tAng app — moi lan deploy hodc crash déu la
downtime trwc tiép cho toan bd user, khdng cé cach nao rolling-update ma khéng mét traffic.
d. Théng tin con thiéu: ng dung hién cé dang Iwu state (session, upload tam...) trwc tiép trén app server hay
khong. Néu cd, phai giai quyét statelessness trwdc khi scale-out phia sau LB, néu khéng quyét dinh wu tién sé
ddi thanh "chuyén session ra ngoai" trwéc khi thém LB.
Vén dé 4:
a. Tang bj anh huéng: Client/Application
b. D liéu cu thé:
e Static resources chiém 62% téng request.
e Chiém 74% tdng sb byte tra vé.
e JS/CSS/images d&u dwgc Application Server phuc vu.
e Firstload c6 92 HTTP requests va 3,8 MB.
c. Quan hé nguyén nhan — hé qua: Application Server vira phai xt Iy logic vira phai phuc vu file tinh — t6n béng
thong + mot phan CPU/IO khong can thiét, gép phan vao tinh trang CPU 92%.
d. Théng tin con thiéu:

static assets c6 immutable/versioned hay khong;
cache-control hién tai;

ngwdi dung phan bé dia ly thé nao;

CDN latency thuyc té.

Nhiém vu 2 — Compare & Decide: Scale Up hay Scale Out?

Puwa ra quyét dinh riéng cho Application Server va Database trong 4-6 tun t&i. V&i méi tAng, so sanh it nhat hai
phwong an (vi du Scale Up vs Scale Out hodc téi wu trwde khi scale), sau dé chon phwong an phu hop véi div
liéu, team, ngan sach va availability hién tai.

Bét budc néu: Evidence — Reasoning — Trade-off; ddng thi chi ra khi nao phwong an con lai sé tré nén hop ly

hon.
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Application Server

Scale Up (nang cép server hién tai) Scale Out (LB + nhiéu instance)

Evidence CPU 92% peak, RAM chi 58% — CPU 92% peak + la SPOF + deploy gay 2—4 phut
van c6 thé tang vCPU trong ngén 503
han

Reasoning Don gian, khéng can déi kién truc, Giai quyét ddng thdi ca bai toan capacity (traffic
trién khai nhanh trong 4-6 tuan dw bdo tang 3x trong 6 thang) 1an

availability/rolling deploy

Trade-off Van la SPOF, van crash toan bd khi Can app stateless (rui ro k§ thuat), tang d6 phirc
deploy, chi phi server I&n hon tang tap van hanh cho team khéng c6 SRE
phi tuyén

Quyét dinh: Chon Scale Out (thém Load Balancer + tbi thiéu 2 Application Server instance) cho 4—6 tuan t6i.

e Evidence: CPU d3 gan bao hoa (92%), hé théng 1a SPOF, deploy gay downtime that (503 13p lai), traffic dw bao
téng ~3x trong 6 thang, ngan sach cho phép tang téi da 900 USD/thang — dl cho 1 LB nhé + 1 app instance
thém, ré hon nhiéu so v&i viéc lién tuc nang cép Ién instance CPU I6n hon.

e Reasoning: Scale out la lwa chon duy nhét giai quyét ludn ca 2 van d& wu tién #1 va #3 cling Idc trong cling mot
ngan sach.

e Trade-off: Phai d@m bao app server khdng lwu state cuc bd (session, file tam); néu hién tai c6, team phai tén thoi
gian chuyén session ra cache/DB dling chung truéc.

e Risk: Néu chwa kiém tra k¥ statelessness, scale-out c6 thé gay I8i (user bi mat session khi LB route sang instance
khac).

e Diéu kién chuyédn sang Scale Up: Néu app dang gén chat véi state cuc bo va khéng thé tach trong 4-6 tudn, nén
scale-up lam gidi phap tam thoi dé giam ap luc ngay, rdi lam scale-out sau khi refactor statelessness.

Database

Téi wu trwée khi scale (composite index) Scale Out (Read Replica)

Evidence CPU DB chi 61% (chwa bao hoa); hot query 80% traffic la read; traffic dw bao tang 3x
cu thé da xac dinh duoc (38% DB time, scan trong 6 thang
1,4 triéu rows) thiéu index

Reasoning Stra ding nguyén nhan gdc, chi phi gan nhw Tang kha nang chiu tai read trong dai
0, trién khai nhanh han

Trade-off Khéng giai quyét SPOF cta DB, khoéng Thém replication lag — rii ro vé&i yéu cau
chudn bj cho ting trudng 3x "ndi dung méi can thdy gan nhw ngay";

tbn thém chi phi van hanh

Quyét dinh: Chon tbi wu trwéc (thém composite index cho hot query) trong sprint nay; chwa thém read replica ngay.

e Evidence: DB CPU 61%, disk I/O 68% — chwa phai bottleneck cp bach; nguyén nhan chinh d& xac dinh ré 1a
thiéu index, khong phai do thiéu néng lwc tdng thé cltia DB.

e Reasoning: Nguyén téc cta case 1a "mdi thanh phan thém vao phai gan véi van dé cu thé" — DB chwa cho thdy
d4u hiéu can thém node, chi cin stra ding query.

e Trade-off: DB van la SPOF va chwa c6 phwong an cho téng trwdng 3x trong 6 thang — can theo déi tiép.
Risk: Viéc build index trén bang I&n (1,4 triéu rows) c6 thé khéa bang tam thdi — nén chay off-peak.

e Diéu kién chuyén sang Scale Out: Khi traffic ting theo duw bao (3x trong 6 thang) khién CPU/disk 1/0 ctia DB tiém
can bao hoa du da cé index, hodc khi can failover cho DB (giai quyét ludn SPOF) — lic d6 thém read replica la
hop ly (98 dwa vao kién tric muc tiéu 6 thang & Nhiém vu 3).
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Nhiém vu 3 — Design: Kién triic muc tiéu 6 thang

V& kién tric ban dé& xuét cho CampusQ&A trong 6 thang téi. Ban c6 thé can nhac cac thanh phan sau, nhung
KHONG béat budc dung hét: Client, CDN/HTTP Accelerator, Load Balancer, Application Server(s), Cache,
Relational Database, Read Replica, Object/Static Storage.

DPanh diu duwong di cda it nhat 3 loai request: static resource, read API, write API.

Ghi rd thanh phan nao stateful / stateless néu quyét dinh d6 anh hwéng dén scale-out.

Khoanh hodc danh d4u céc single point of failure con tén tai.

Bén dwdi so dd, chon 3 quyét dinh kién tric quan trong nhéat va bao vé bang Decision + Evidence +
Reasoning + Trade-off + Risk.

e it nhat 01 thanh phan phd bién phai dwoc ban chi ddng KHONG dung hodc tri hodn, kém ly do.

KHU VU’C VE / HOAN THIEN SO PO KIEN TRUC

CDN / HTTP Accelerator
(static resources)

static resource

read / write AP Load Balancer

Client

it
(Browser SPA)

Chu thich:

- Vien do, dam = SPOF con ton tai (DB Primary)

- Duong net dut = duong phu / dong bo bat dong bo
- App Server: stateless | Cache, DB: stateful

Application Server 1
(stateless)

Application Server 2
(stateless)

In-memory Cache

_——r
read API (cache-aside)

‘write AP (durable).

(stateful, hot reads, TTL 60s)

Relational Database
PRIMARY (stateful)
-- single point of failure -

———————————————————————————— ~cache miss

async replication

Read Replica
(stateful)

Ba quyét dinh chinh: c6 thé viét ngén theo cAu tric dwéi day (khdng can I&p lai toan bé cho moi mdi tén trong

so d6).
Thém CDN/HTTP Load Balancer + Thém in-memory Cache cho
Accelerator cho static Application Server 3 hot-read endpoint +
resources scale-out (2 instance, composite index cho hot
stateless) query
Decision Tach toan b static resource Thém Load Balancer, chay téi | Cache két qua ctia 3 endpoint
ra khoi Application Server, thiéu 2 Application Server doc chiém 52% API traffic
phuc vu qua CDN. instance stateless phia sau. (ch&p nhan di liéu ci ti da
60 giady); song song thém
composite index cho hot
query tag.
Evidence Static chiém 62% request, CPU app 92% luc peak; hién | 3 endpoint = 52% traffic,
74% byte tra v&; client load la SPOF; deploy gay 2—4 phut | tolerance 60s staleness; hot
3,8 s (Wi-Fi)/7,1 s (4G). 503; traffic dw bao tang 3x query chiém 38% DB time,
trong 6 thang. scan 1,4 triéu rows.
Reasoning Day 1a phan tai Ion nhat vé Giai quyét ddng thoi capacity, | Cache giam tai I3p lai 1én DB
bang théng nhwng khéng can | availability (99,9% muc tiéu) | cho phan di liéu chdp nhan
logic xtr ly — tach ra giai va rolling deploy khéng do tré; index stra trwc tiép
phdng tai nguyén Application | downtime, trong ngan sach nguyén nhan gbc cua hot
Server va gidm latency phia 900 USD/thang. query
client.
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Trade-off

Thém chi phi CDN hang
thang; can quan ly
cache-invalidation méi lan
deploy version méi cua asset.

Bat budc app phai stateless
— tang effort refactor ban
dAu; thém mot thanh phan
van hanh (LB) cho team
khéng c6 SRE.

Cache thém do phtrc tap vé
invalidation va kha nang d
lidu cli vwot qua 60s néu cau
hinh TTL sai; index lam cham
nhe thao tac ghi (write) va can
build off-peak.

Risk

Asset ci bj cache "dinh"
(stale) néu invalidation cAu
hinh sai.

Néu statelessness khéng
hoan chinh, cé thé phat sinh
181 mat session khi request bi
route sang instance khac.

Cache stampede khi entry hét
han ddng loat Itc peak; index
build khéa bang tam thei néu

chay sai thoi diém.

Piéu kién khién quyét
dinh thay d6i

Néu ty 1& static resource gidm
manh (vi du chuyén sang
server-rendering it asset hon)
hodc ngén sach khéng con
du, cé thé Iui lai dung browser
cache header thay vi CDN.

Néu traffic tang cham hon dw
béo va budget han ché, cé
thé tam hoan instance tht 2,
chi scale-up instance hién tai
lam giai phap tam.

Néu yéu ciu do twoi dir liéu
(staleness) giam xubng duéi
nguwdng cache TTL, phai
gidm phu thudc cache va doc
thang tlr Read Replica.
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Nhiém vu 4 — Performance & Data Path: Chon ding don bay

Ban chi c6 du thi gian trién khai 3 cai tién trong sprint nay. Chon tdi da 3 hanh dong tlr danh sach dwéi day
ho&c dé xuét hanh dong twong duwong:

CDN / HTTP caching cho static resources

Minify / compress / lazy-load / gidm sb request phia client

Application/data cache (vi du in-memory/Redis)

Thém index / diéu chinh query plan cho hot query

Thém read replica

Scale-up Application Server

Thém Load Balancer + nhiéu App instances

Chuyén JSON sang Protobuf

Chuyén toan bd database sang NoSQL

V6&i méi lwa chon: chi ra dir kién nao khién hanh déng d6 cé gia tri, ting nao duoc cai thién, va trade-off/rdi ro
m&i. Sau d6 chon 01 phwong an “nghe c6 vé hién dai” nhwng ban KHONG wu tién trong sprint nay va giai thich
vi sao evidence cla case chwa du.

3 hanh ddng chon trién khai trong sprint nay:
1. Thém composite index cho hot query
e D@ kién khién hanh dong cd gia tri: Query theo tag chiém ~38% DB time, scan ~1,4 triéu rows, chua c6 index phu
hop.
Téng dwoc cai thién: Database.
Trade-off/rti ro m&i: Ghi (write) cham di nhe do thém index; build index trén bang Ién c6 thé khéa bang tam thoi
— can chay off-peak.
2. CDN/HTTP caching cho static resources

e Dir kién khién hanh dong co gia tri: Static chiém 62% request, 74% byte; client load 3,8-7,1 giay tly mang.

e Tang dwoc cai thién: Client delivery, ddng thdi giam tai Application Server (gidi phéng mét phan CPU/bang
théng).

e  Trade-off/rGi ro m&i: Thém chi phi hang thang; can quan ly cache-invalidation khi deploy version asset m&i.

3. Load Balancer + nhidu App instances
e D@ kién khién hanh déng cé gia tri: CPU app 92% luc peak (gan bao hoa); single app server 1a SPOF; deploy gay
2—4 phut 503 13p lai 4 1an/tuan.
Tang duoc cai thién: Application + Reliability.
Trade-off/rdi ro m&i: Y&u ciu app phai stateless trwdc khi scale-out; ting dé phirc tap van hanh cho team khéng
c6 SRE.
Phwong an "nghe c6 vé hién dai" nhwng KHONG wu tién trong sprint nay:
Chuyén toan bo database sang NoSQL.

e Visao evidence chuwa du: Khéng cé dir kién nao trong case cho thay gi¢i han dén tr mé hinh di¥ liéu quan hé
(schema, join, transaction) — nguy&n nhan da xac dinh ré 1a thiéu mot composite index cu thé&, khéng phai ban
chét relational ctia DB. DB hién tai ciing chua b&o hoa (CPU 61%). Chuyén sang NoSQL sé& t6n effort migration
rat I&n, rdi ro mat tinh nhat quan cho cac thao tac ghi (dang bai/answer/vote can ghi bén virng va thay gan nhw
ngay) trong khi khong giai quyét ding van dé da chdn doan — dung dang "dung céng nghé vi nghe hién dai" ma
dé bai canh béo tranh.

Vi du vé cau tra Ioi KHONG dat: “Dung cache vi cache 1am nhanh hon”; “Dung microservices vi scale tot”;
“Thém index vi database sé nhanh hon”.

Tiéu chuén téi thiéu: Néu di kién cu thé trong case va giai thich vi sao di kién d6 lién quan dén lwa chon.
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